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Background

Multipath routing relies on a set of algorithms and techniques to setup and send traffic along multiple paths
between a source and a destination. This enables to better balance the traffic load in the network in order
to prevent congestion, optimize traffic distribution and, to rapidly react to congestions or failures.

Equal Cost Multi-Path (ECMP)[1], Link Aggregation Group (LAG), and level-2 bundling are a few of the
deployed multipath routing solutions. With ECMP, traffic is distributed along paths of shortest equal cost.
Parallel layer 3 links are aggregated in LAG and load is spread on the different links. In these solutions, the
routing algorithm associates multiple outgoing interfaces to a single destination prefix.

Networks spread traffic on a per-flow basis in order to avoid desequencing within a flow which is especially
detrimental to TCP flow (see [2]). For this purpose, a hashing function is applied to a subset of the fields in
a packet header. Based on the fields considered fine or coarse grained flows are balanced in the network.

The authors of paris-traceroute [4] found a relatively limited amount of multipath routing in the Internet.
However, their methodology only captures path diversity at the IP layer. Tokyo-ping [5] showed that some
effects of multi-paths can be observed when looking at the complete distribution of the RTTs. This work
offers a more generic mean to detect multipath routing. Today, there is no study that quantifies the
amount of multipath deployment and studies its limitations in terms of performance. Moreover, the
consequences of changes in the control plane (path changes, filters...) on the forwarding plane are sill
mostly unknown even though such changes are frequent [6]. Such effects in a multipath environment are
even less known and are most likely different.

Aims
The first objective will be to develop measurement techniques to detect, quantify and characterize multi-
path in today's Internet.

To measure the performance observed by applications in a multipath environment and understand the
different forms of multi-path is a second objective for this work. For this purpose, the student will develop
correlation techniques in order to pinpoint the paths used by a flow and the performance of its paths.
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We will subsequently draw conclusions from our measurements. Based on our observations, we will
determine whether there are aspects of multipath routing that need to be improved. We may develop
techniques to avoid path segments incurring degraded performance. This may require changes in the
signaling of routing information, in the computation and use of the paths in order to spread traffic
dynamically upon changes in load. The objective is to nevertheless provide a stable routing solution that
avoids the negative effects of route oscillations.

The PhD student will elaborate methods to correlate changes in the control plane with performance
degradation. If she/he observes that some actions of the network operators are detrimental to the
performance, the student will propose efficient network maintenance techniques that are exempt of
problems in a multi-path context.

Finally, we will study which properties can make multipath routing protocols more robust to changes than
single path environments. Which physical topologies meet robustness requirements? How to design iBGP
topologies?
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