Open PhD position in IoT data integrity

As IoT device deployment increases for smart homes, smart cities, and in-
dustrial settings, data integrity and the security of IoT deployment becomes
more and more important. Often intelligence at the edge or in the cloud de-
termines how to act upon such data feeds. Erroneous data may lead to taking
the wrong decisions such as stopping a production line if jamming indicators
are falsely transmitted. Such falsified data may be the result of an IoT device
infection or the impersonation of such devices.

Traditional centralized architectures struggle to cope with the sheer amount
of data and the need for real-time verification. Blockchain approaches are pro-
posed to remove the need to rely on Third Party Auditors[I]. Blockchain tech-
nology provides a secure, decentralized and transparent framework [2 [3] for
data authentication that can address the evolving needs of IoT environments.
The nature of IoT devices demands a scalable and efficient solution to ensure
trust and reliability. However, blockchains still struggles with scalability. There
are approaches that improve scalability through distribution of the transactions
and/or state, like sharding [4, B]. Other approaches, such as Non-interactive
proofs of Proof-of-Work (NIPoPoWs) [6] aim to reduce storage and communi-
cation complexity.

This thesis aims at proposing scalable and secure solutions for the real-time
verification of large amounts of IoT generated data while enforcing data pri-
vacy. The thesis will consider sharding [4} [5], relying on proof-of-interactions [7]
and Non-interactive proofs of Proof-of-Work (NIPoPoWs) [6] as building blocks
for the online data verification. We will also consider alternative data struc-
tures [8, @]. While significant contributions have been done to reduce the load
on the blockchain, there is little support for the interaction of IoT objects with
blockchain solutions. A key aspect of the thesis will be to consider the objects
and their edge as an integral part of the solution to provide end-to-end security
of IoT deployments. The proposed solutions in the thesis will be tested on real
smart building deployments.

Work environment

The thesis will take place at the University of Strasbourg, in the Networking
research teanﬂ in the ICube laboratory. Created in 2013, ICube is a mul-
tidisciplinary research laboratory of 17 teams which gathers researchers from
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the university of Strasbourg, the French National Center for Scientific Research
(CNRS), ENGEES and also INSA of Strasbourg. The networking team has a
long experience in IoT research and contributions to scalable blockchain ap-
proaches. The team hosts and operates the FIT Iot-Lab testbed in Stras-
bourg [IO}EL the LRP-IoT testbed E| (a city scale LoRaWAN deployment) and
iBat (a smart building testbed )EL which will be used for this research.

The PhD supervision team is composed of Loic Miller (IMT Atlantique)
Anissa Lamani (U. Strasbourg), Pascal Mérindol (U. Strasbourg) and Cristel
Pelsser (UCLouvain and U. Strasbourg).

Expected background and skills

The candidate possesses a master in computer science with a solid background
in computer networking. A combination of technical, theoretical, and practical
skills are required from the applicants, namely:

e The interdisciplinary nature of this field requires that the applicant is
able to quickly deepen their knowledge in the areas of IoT, security and
blockchain to be able to tackle complex challenges in these areas.

e Proficiency in conducting literature reviews, strong critical thinking skills
for identifying research problems, formulating, ability to design and exe-
cute experiments, collect data, and analyze results.

e Strong foundation in mathematics and statistics.
e Solid programming skills.

e Proven proficiency in English (reading, writing and speaking).

Contact

Interested candidates can apply by sending a detailed CV to the following ad-
dress: liotdata-thesisQicube.unistra.fr
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